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PROBLEM

Self-custody means 
signing blind

Cryptic / coded transaction info

Signing blindly

Smart contracts advance = More trickery
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$494M
stolen by wallet drainers in 
2024

+67% vs. 2023

332,000
wallets drained in a single year

≈ 1 victim every 95 sec

$55M
largest single drain on one 
signature

from 30 mega-thefts

1520%
of victims ever recover a cent

the rest is gone for good

Source: Scam Sniffer Crypto Phishing Report 2024; Chainalysis. 
Recovery rate per industry victim-support estimates.

THE STAKES

The cost of signing blind
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SOLUTION: LANTERN

The trusted home for Stellar apps

Mini-app browser
THE DISTRIBUTION LAYER

Scans at signing
THE TRUST WEDGE
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APPSTORE FOR SECURED AND VERIFIED DAPPS

An in-wallet store for 
Stellar dApps

Red-flagging for high-risk apps

Standard wallet API

Curated & verified
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AI-RISK ENGINE

See every risk before you sign
Deterministic at the core — decode, simulate, analyze — with AI 
explaining it in plain language.

Irreversible ops & unlimited token allowances

Scam and look-alike (homoglyph) addresses

Phishing & origin / domain mismatches

Risky Soroban auth entries & contract calls
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How it works?

STEP 1

Decode
Parse any transaction — payments, 

trustlines, offers, merges, setOptions, 

Soroban calls — into structured intent.

STEP 2

Explain
Summarize what it actually does in plain 

English, so the decision is obvious, not 

cryptic.

STEP 3

Flag
Surface irreversible & high-risk actions and 

unsafe permissions before a single 

signature.
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WHY NOW

The moment Stellar needs a 
safety-first home

Smart contracts and apps 
becoming more advance

Signatures are the #1 attack 
surface

Bad actors follow the money Security threat is a real, global 
and significant problem
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MOAT · THE LONG GAME

The moat is data that compounds

Free wallet
we reach people

Every approval 
scanned

we label safe vs. scam

Stellar's threat map 
grows

data no one else has

Businesses plug in
they pay to use it

  IT COMPOUNDS
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COMPETITION

An honest landscape

Scanning is commoditizing on EVM / 
Solana
Blockaid MetaMask, Coinbase Wallet), Blowfish, 
Wallet Guard Consensys), Pocket Universe; Rabby 
and Phantom ship native simulation. 

ScamSniffer adds phishing detection — multichain, 
but EVM-only today.

Stellar wallets lack this depth

Freighter, Lobstr, Rabet and Hana don't yet offer 
pre-sign decoding, simulation, and risk flagging — let 
alone an app layer.

“Why won't Blockaid just do 
Stellar?ˮ

Stellar-native depth — Soroban simulation, 
anchors, SEP assets, not a generic EVM 
scanner.

Distribution among Stellar-native users a 
scanning API can't reach.

We own the app layer — the store + wallet 
standard — not just a scanning endpoint.
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BUSINESS MODEL

Earn trust for free, 
monetize the platform

Free wallet Premium scans App Directory Intelligence-as-
a-Service

IaaS

SOON
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TEAM

Built by a Web3-ecosystem builder

Mark Hugh Neri
Founder

15+ years in software development across Blockchain & AI.

Ex-Sovrun, Ripple Metaco, Solana Superteam

Multiple global & local hackathon winner.
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Artisam Labs
Builder studio for modern Blockchain and AI applications

hello@artisam.xyz
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Try Lantern Today

Scan to open lantern.artisam.xyz


